Test Sample 


SECURING SIGNATURES 
WITHIN A WORD 
DOCUMENT 


APPROVEIT 
9.6 


IOD, White Sands Missile Range 


July 14, 2004 


Josie Nesiba 

Chief, IO-MP 

Bldg 1401A 

White Sands Missile Range, NM 88002 


Dear Josie: 


This is a Word Test “SAMPLE” to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
mitiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 


GIGNATURE1) *—  — — 
CARL A. SAENZ 
IT Specialist, IOD 


IOD, White Sands Missile Range 


«^ Approvelt - ePersona Selection B 21 xil 
July 14, 200: fy ^pprovelt - Open ePersona File l RIES 


Look in: [a PKI Sigs -| € (t ex E3- 


Josie Nesiba AcostaLindaPKI R Sh PKI 
a costaLindaPKI.cps eeseSharonPKI.cps 
C hief, IO-M. BarelaPhilipPKI.cps Fa saenzCarlPK(.cps 
Bldg 1401A BrownCarlosPKI.cps @wellbornwilliePKI.cps 
White Sands BustamanteValPKI.cps (2 wiliamsLouisePKI.cps 
= DoublemanWalterPKI.cps HA wymanRichardPKI.cps 


. PadillaBarbaraPKI.cps 
Dear Josie: : j 


This is a Word 7 
.. 4. —- Filename: | 
associated card ] 
Files of type: [ePersona Files (*.cps) -] Cancel | 
A 


Denver. 

The test is to show that when authenticating the e-persona Approvelt signature, 100% validation 1s 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanymg DoD certificates are bemg verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 
Step 1: Employee Selects His or Her Epersona 
File from Selected Server 

{SIGNATURE1} 

CARL A. SAENZ 

IT Specialist, IOD 


IOD, White Sands Missile Range 


v^ Approvelt - ePersona Selection É EIE 


July 14, 200- 


Signer Identity 


Tosie Nesiba ePersona: [v Capture PK Sigs\S aenzCarlPK[.cps 
Chief, IO-M: m p 
Password: 


Bldg 1401A 
White Sands [ Use this ePersona as default 


Dear Josie: Sign using... | OK | Cancel | 


This is a Word Test “SAMPLE” to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation 15 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 
Step 2: Employee types in his or her Approvelt 
password. 

{SIGNATURE1} 

CARL A. SAENZ 

IT Specialist, IOD 


IOD, White Sands Missile Range 


July 14, 2004 
x 


Josie Nesiba 
Chief, IO-MP 
Bldg 1401A 


White Sands Mis: Gk | Details »» | 


Dear Josie: 


Please insert one of the following smart cards: ActivCard 
Gold (Schlumberger Cyberflex Access #2), ActivCard Gold 
(Oberthur Cosmonolicl. ActivCard Gold (Oberthur Galactic). 


This is a Word Test “SAMPLE” to verify performance of Approvelt 5.6 usmg DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 
Step 3: Employee told to enter CAC into 
reader. 

(SIGNATUREI ) 

CARL A. SAENZ 

IT Specialist, IOD 


IOD, White Sands Missile Range 


July 14, 2004 


Insert Smart Card [d 
Jo ds Nesiba e A smart card has been selected. Press OK to continue. 
Chief, IO-MP 
Bldg 1401A 


White Sands Mis: 


Cancel | Details >> | 


Dear Josie: 


This is a Word Test "SAMPLE" to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 


Step 4: Employee Clicks on OK. 


{SIGNATURE1 } 
CARL A. SAENZ 
IT Specialist, IOD 


Bam- Z-A AraS] & 
n8 col30 (rec [ak [xr for [Ok [ — 


«^ Approvelt - Approval Information É A234 x 


ge 


Signer Identity 
Name: CARL A SAENZ 


Signature: 


July 14, 200- X 
A ae 


Josie Nesiba 
Chief, IO-M. Approval Settings 


Bldg 1401 A CENE [Replace... -| [SIGNATURE] -| 


White Sands 


Comment: E 


[^ 
This is a Wo: 


associated ca Cancel | 


Denver. 


Dear Josie: 


ising DoD CAC and 
the LDAP server in 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation 1s 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 
Step 5: Employee signature is displayed. Click 
on OK. 

(SIGNATUREI ) 

CARL A. SAENZ 

IT Specialist, IOD 


«^ Approvelt - Approval Information 1 2| xl 


ge 


Signer Identity 
Name: CARL A SAENZ 


July 14, 200 Signature: 


Josie Nesiba “Gir J 


Chief, IO-M Approval Settings 


Bldg 1401 A PET [Replace.. -| [SIGNATURET -] 


White Sands 


Comment: 
——————— 


This is a test using Approvelt 5.6 Software that is DoD PKI 
certified for e-signature interface. 


Dear Josie: 


zu 
This is a Wo: 


associated ca Cancel | 


Denver. 


ising DoD CAC and 
the LDAP server in 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 
Step 6: Employee can type in comment into 
the comment block. 

(SIGNATUREI } 

CARL A. SAENZ 

IT Specialist, IOD 


IOD, White Sands Missile Range 


July 14, 2004 


x 
Josie Nesiba 
Chief, IO-MP € Enter PIN code: [E 7j 


Bldg 1401A 
White Sands Missile R: EAS | 


Dear Josie: 


This is a Word Test “SAMPLE” to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
mitiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 


Step 7: Employee types in CAC PIN #. 


CARL A. SAENZ 
IT Specialist, IOD 


IOD, White Sands Missile Range 


goo Step 8: Employee signature template drops 
Jorie Nerhi into signature template box. 

Chief, IO-MP 

Bldg 1401.A 

White Sands Missile Range, NM 88002 


Dear Josie: 


This is a Word Test "SAMPLE" to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
mitiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, | 


__E-Signed 23-Jul -04 
US Army, White Sands Missile Range 
— 7 White;Sarids, New. Mexico 68002 


—— 


CARL A. SAENZ 
IT Specialist, IOD 


n 


Table | Approvelt Window Help Acrobat 
sed 


Roman 


Approve 


a|r ba ¢ Bee as AR - 


verify Approval 
& secure Print 
3 Undo Last Approval 


te Sands Missile Range 
Step 9: Employee clicks on Verify Approval to 
validate tampering and signature placement. 


Z 


= Save Unsigned Copy 


Batch > 


45 Configuration 


About Approvelt 
DX pr 


July 14, 2004 


Josie Nesiba 

Chief, IO-MP 

Bldg 1401A 

White Sands Missile Range, NM 88002 


Dear Josie: 
This is a Word Test "SAMPLE" to verify performance of ApprovelIt 5.6 using DoD CAC and 


associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


IOD, White Sands Missile Range 


Step 10: Validation of Employee DoD 
Certificate 


July 14, 2004 


Approvelt - Please Wait 
Josie Nesiba 

Chief, IO-MP Validating certificate(s). Please wait... 
Bldg 1401A 


White Sands Missile ] NUM (. 3? 3 


Dear Josie: 


This is a Word Test “SAMPLE” to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL 1s CML via the LDAP server in 
Denver. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation 1s 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanymg DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely, 


JOD, White Sands Missile Range 


July 14, 2004 


«^ Approvelt - Audit Trail - 1 signature - 1 signature block 


Josie Nesiba 
Chief, IO-MI 
Bldg 1401A 
White Sands 


Dear Josie: 


This is a Wo 
associated ca 
Denver. 


The test is to 
initiated with 
that the acco: 


displayed on EPR 


Sincerely, 


Date & Time 


This document has not been modified. 


Signed by 


User Name | Revalidated by 


@ 23-Jul-04 15:35:52 CARLA SAENZ WSMR 


Signing Information | Authentication | Replaced Fields | Advanced | 


Comment: 


Signature: 


This is a test using &pprovelt 5.6 Software that is DoD PKI 
certified for e-signature interface. 


| Ron 


Certificate is valid. Show Details... | 


.6 using DoD CAC and 
via the LDAP server in 


ignature, 100% validation is 
ys to the user the dialog box 
ity. Physical signature can be 


Step 11: Signature Audit Trail 


Displayed. Certificate Validated. 
CP Zk a 


CARL A. SAENZ 
IT Specialist, IOD 


IOD, White Sands Missile Kange 


Josie N 
Chief, : 
Bldg 1- 
White ; 


Dear X 


This is 
associa 
Denver 
The tes 
initiate 
that the 
display 


Sincere 


Owner: SAENZ.CARL.A.1232181 733 
Issued by: DOD CLASS 3 CA-4 


Certificate Validity 


4 


Certificate is valid. 


Y Certificate is valid from 07/09/2002 to 07/08/2005. 


w/ Certificate's issuer is trusted. 
Y Certificate has not been revoked. 


Method: CAL 


URL: Idap: //ds-4.c3pki.den.disa.mil^cnzz3dD OD 2220CL. 


Certificate Information 


Version 

Serial number 
Issuer 

Valid from 
Valid to 
Subject 


070673 


C=US, O=U.S. Government, OLI DoD, DLIZPKI, CN... 


2002-07-10T 00:00:00 
2005-07-09T a0: 00:00 


C=US, O=U.S. Government, OU=DoD, OU=PKI, OU=... | 


TN 


AEE 


CARL A. SAENZ 
IT Specialist, IOD 


ig DoD CAC and 
LDAP server in 


'e, 100% validation is 
the user the dialog box 
Physical signature can be 


IOD, White Sands Missile Range 


July 14, 2004 Step 13: Printed Copy of Signature Displayed 


Josie Nesiba 

Chief. IO-MP 

Bldg 1401.4 

White Sands Missile Range. NM 88002 


Dear Josie: 

I his is a Word Test "SAMPLE" to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. 

The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 


displayed on the document upon demand when printing. 


Sincerely. 


CARL A. SAENZ 
IT Specialist. IOD 


Test Sample 


SECURING SIGNATURES 
WITHIN A PDF Adobe 
DOCUMENT 


APPROVEIT 
9.6 


WE Adobe Acrobat - [PDF Sample Sign.pdf] laje: 
i T) File Edit Document Tools "View  Approvelt window Help 


|& & B6 $ &-|e oB-[um||i« « > »i|je 9 
lene» - e| DAGENS- Maa] E- STASA] noy Lsu 
|B $ U] tE ERE o Tre. 


IOD, White Sands Missile Range 


July 24. 2004 


Josie Nesiba 

Chief. IO-MP 

Bldg 1401A 

White Sands Missile Range. NM 88002 


Dear Josie: 


This is a PDF test "SAMPLE" to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. This word document was converted to word, then signed in PDF using Approvelt with CAC 
Interface to LDAP server for DoD certificate validation. No replacement phrase required. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 

Sincerely. 


———* No {SIGNATURE1} 


CARL A. SAENZ 
IT Specialist. IOD 


Be Adobe Acrobat - [PDF Sample Sign.pdf] 
| Tj File Edit Document Tools View | Approvelt Window Help 


Denga aa Em 


Verify Approval... 


| o 190% — - 9 | [3 BAe Save Unsigned Copy... r 
SUE o Tie "mmo 


Configuration MEM ZZ ——————————————————————————————ue 


IBT434524/7007:25U«:£ 


About Approvelt 


IOD, White Sands Missile R 


1 Bookmarks 


| Thumbnails 


July 24, 2004 


Comments 


Josie Nesiba 

Chief. IO-MP 

Bldg 1401A 

White Sands Missile Range. NM 88002 


9 
m 
ES 
E 
c 
e 
ü 


Dear Josie: 


This is a PDF test " SAMPLE" to verify performance of Approvelt 5.6 usir 
associated card reader to sign the document. Method of CRL is CML via t 
Denver. This word document was converted to word. then signed in PDF | 
Interface to LDAP server for DoD certificate validation. No replacement [ 


Ba Adobe Acrobat - [PDF Sample Sign.pdf] 


IT File Edit Document Tools "View  Approvelt Window Help 


DENT TEASE 


Find Epersona 


|£& & E & & @-|\% aB- UB I4 4 » i jee 
|h» - e|D B E-[8e|&em.m-uGET 49G»7D1o7:z--Uu- 


ES 


IOD, White Sands Missile R: 


July 24. 2004 


Josie Nesiba 

Chief, IO-MP 

Bldg 1401A 

White Sands ! [EESTI = 21 xl 
Approvelt - Open ePersona File Ed x| 


Dear Josie: Lookin: [E PKISs O O O e a e E~ 


This is a PDF AcostaLindaPKI.cps ReeseSharonPKI.cps 

: - BarelaPhilipPKI.cps FA ssenzcarlPK(.cps = 
associated car BrownCarlosPKI.cps FA wellbornwilliePKI.cps ia the 
Denver. This BustamanteValPKI.cps FA wiliamsLouisePKI.cps Fus 
Interface to Li DoublemanalterPKI.cps QC wymanRichardPKI.cps it phi 


PadillaBarbaraPKI.cps 


The test is to $ 
initiated with | File name: FO 


that the accom 


"P QN | Files of type: [ePersona Files [*.cps -| | Cancel | i 
displayed on t! MEL 4 


Sincerely, 


Ba Adobe Acrobat - [PDF Sample Sign.pdf] 


t3 File Edit Document Tools View  Approvelt Window Help 
(e Q E &&e-as-UB «> la 
[ens - e|D BITS [P [e| & «-E-8SIETOS54/^nDor7-.zUu: 


DLIrE&T TRA NE 


Type in 
Password 


ES 


IOD, White Sands Missile Rai 


July 24. 2004 


Josie Nesiba 

Chief. IO-MP 

Bldg 1401A 

White Sands ? «^ Approvelt - ePersona Selection Ei Ea 


Signer Identity 


ePersona: fy: \Capture\PKI Sigs\S aenzCarlPK(.cps 
This is a PDF € 
. Password: 
associated car 
Denver. This 
Interface to L 


Dear Josie: 


[ Use this ePersona as default 


Sign using... | OK | Cancel | 
The test is to : 


initiated with green check marks at the end. The process further displays to the 
that the accompanying DoD certificates are being verified for authenticity. Ph 
displayed on the document upon demand when printing. 


Sincerely. 


IOD, White Sands Missile Range 


July 24, 2004 


Josie Nesiba 
C ‘hief. IO-MP «^ ApprovelIt - Approval Information B ixi 


Bldg 1401A Signer Identity 
White Sands ! 


Name: CARL A SAENZ 
: . Signature: 
Dear Josie: mE 
This is a PDF - sing DoD CAC and 
associated car Approval Settings a the LDAP server in 


Denver. This 
Interface to L 


F using Approvelt with CAC 
it phrase required. 


This test signing is inside a PDF File to be signed with CAC 
and Reader interface. 


Comment: 


[^ 


The test is to : nature. 100% validation is 


initiated with Cane | [s to the user the dialog box 


that the accon v. Physical signature can be 
displayed on the document upon demand when printing. 


— 


Sincerely. 


Employee Signature Element, plus 
Comments 


CARL A. SAENZ 
IT Specialist. LOD 


IOD, White Sands Missile Range 


July 24, 2004 


Josie Nesiba 

Chief. IO-MP 

Bldg 1401A 

White Sands Missile Range. NM 88002 


Insert Smart Card xj 


ca 


Dear Josie: 


Please insert one of the following smart cards: ActivCard 
Gold (Schlumberger Cyberflex Access #2), ActivCard Gold 
(Oberthur Cosmopolicl. ActivCard Gold (Oberthur Galactic. 


This is a PDF test 
associated card res 


Denver. This wor Gk | [Lees] SEES 


Interface to LDAP 


.6 using DoD CAC and 

1IL via the LDAP server in 

n PDF using Approvelt with CAC 
ment phrase required. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely. 


Insert CAC into Reader 


CARL A. SAENZ 
IT Specialist. LOD 


IOD, White Sands Missile Range 


July 24, 2004 


Josie Nesiba 

Chief. IO-MP 

Bldg 1401A 

White Sands Missile Range. NM 88002 

Dear Josie: Insert Smart Card xi 
oe tg Saen A 4, smart card has been selected. Press OK to continue. . "HERI 
I his is a PDF test .6 using DoD CAC and 
associated card rez AL. via the LDAP server in 


Denver. This wor OK | n | n PDF using Approvelt with CAC 


Interface to LDAP ement phrase required. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely. Reader Located 


CARL A. SAENZ 
IT Specialist. IOD 


IOD, White Sands Missile Range 


July 24, 2004 


Josie Nesiba Employee draws box on area to sign 
Chief. IO-MP 

Bldg 1401A 

White Sands Missile Range. NM 88002 


Dear Josie: 


This is a PDF test "SAMPLE" to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. This word document was converted to word, then signed in PDF using Approvelt with CAC 
Interface to LDAP server for DoD certificate validation. No replacement phrase required. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely 


—————————————————————————— 


€ ARL A. SAENZ 
IT Specialist. IOD 


IOD, White Sands Missile Range 


July 24, 2004 Employee enters CAC PIN 


Josie Nesiba 

Chief. IO-MP 

Bldg 1401A 

White Sands Missile Range. NM 88002 


ActivCard Gold - Enter PIN 


Dear Josie: 


This is a PDF test “SAN Enter PIN code: rr — | 


associated card reader tc 


Denver. This word doci CE | 


Interface to LDAP serve 


welt 5.6 using DoD CAC and 

is CML via the LDAP server in 

sned in PDF using Approvelt with CAC 
eplacement phrase required. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely. 


CARL A. SAENZ 
IT Specialist. IOD 


IOD, White Sands Missile Range 


July 24, 2004 
Employees name dropped into 
Josie Nesiba PDF file 
Chief. IO-MP 
Bldg 1401A 
White Sands Missile Range. NM 88002 


Dear Josie: 


This is a PDF test "SAMPLE" to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. This word document was converted to word, then signed in PDF using Approvelt with CAC 
Interface to LDAP server for DoD certificate validation. No replacement phrase required. 


The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 
displayed on the document upon demand when printing. 


Sincerely. 


quee lie 


CARL A. SAENZ 
IT Specialist. LOD 


Sample Sign4.pdf] 


Tools View | Approvelt Window Help 
Approve... 

Verify Approval... 
Save Unsigned Copy... 
| T k Iz Batch 4pproyval 


OG E 


5-8 Td &5./7U00z-:.-uUu.-m 


Configuration... 


About 4pprovelt 


IOD, White Sands Missile Range 


July 24. 2004 : . " 
Employee verifies signature via 


Josie Nesiba LDAP server 
Chief. IO-MP 

Bldg 1401A 

White Sands Missile Range. NM 88002 


Dear Josie: 


This is a PDF test "SAMPLE" to verify performance of Approvelt 5.6 using DoD CAC and 
associated card reader to sign the document. Method of CRL is CML via the LDAP server in 
Denver. This word document was converted to word, then signed in PDF using Approvelt with CAC 
Interface to LDAP server for DoD certificate validation. No replacement phrase required. 

The test is to show that when authenticating the e-persona Approvelt signature, 100% validation is 
initiated with green check marks at the end. The process further displays to the user the dialog box 
that the accompanying DoD certificates are being verified for authenticity. Physical signature can be 


displayed on the document upon demand when printing. 


Sincerely. 


CARL A. SAENZ 
IT Specialist. IOD 


IOD, White Sands Missile Range 


V^ Approvelt - Audit Trail 


July 24, 2004 


Document has not been modified. 
Josie Nesiba 
Chief. IO-MP Date & Time Signed b User Name Revalidated b 
p i @ 23-Jul-04 15:51:50 CARLAS... WSMA 
Bldg 1401.4 


White Sands ` 


Dear Josie: 
Replaced Fields | ^ Advanced | On Page | Doc Info | 
This is a PDF Signing Information Authentication 

associated car 
Denver. This 
Interface to LI 


The test is to s Signature: LE A 


initiated with ; 


that the accor Certificate: Certificate is valid. Show Details... | 


displayed on t 


Sincerely. 


AE 


CARL A. SAENZ 
IT Specialist. LOD 


ising DoD CAC and 

ia the LDAP server in 

F using Approvelt with CAC 
it phrase required. 


This test signing is inside a PDF File to be signed with CAC zl 


Comment: 
and Reader interface. 


mature, 100% validation is 
s to the user the dialog box 
ty. Physical signature can be 


oo Certificate comes up Valid. 


- 211 = = 


sA Approvelt - Certificate Information 


k 


Owner: SAENZ.CARL.A. 1232181733 
Issued by: DOD CLASS 3 CA-4 


Certificate Validity 
w/ Cettificate's issuer is trusted. 


P .w Certificate has not been revoked. 


Certificate is valid. Method: CRL 


LRL: [idap: ##ds-4.c3pki.den.disa. mil/cn%3dDOD%20CL 


IOL 


Y Certificate is valid from 07/09/2002 to 07/08/2005. | gc 


July 24. 20t 


Josie Nesib Certificate Information 


Chief. IO-N Fid —n 1 1 [Vau Cid 
Bldg 14017 Version v3 
WI E Sand Serial number 070673 

ute Sane Issuer C=US, O=U.S. Government. OLI-DoD, OLIZPKI, CN... 

Valid from 2002-07-10T 00:00:002 

] Valid to 2005-07-09T 00:00:002 

"€ 1* I TT 
Dear Josie: Subject C-US, O=U.S. Government, OU. -DoD, OU=PKI. OU-... >] 
This is a PI [Close ] Help | DoD CAC and 
associated c -LDAP server in 
Denver. This Comment (This test signing is inside a PDF File to be signed with CAC ES ) F using Approvelt with CAC 
Interface to LI andi Lea it phrase required. 


P 7d 7 
The test is to s Signature: E "s mature, 100% validation is 


initiated with ; s to the user the dialog box 
that the accom Certificate: Certificate is valid. Show Details... | ty. Physical signature can be 


displayed or 
lisplayed on t 


Sincerely. Close | 
P A Se HE ao Certificate Information 


CARL A. SAENZ Displayed. 


IT Specialist. LOD 


Test Sample 


SECURING SIGNATURES 
WITH WSMR FORMS 
ENGINE 


APPROVEIT 
9.6 


| Department of Defense | Standard Forms (SF) _ 
| Department of Army | | GPO and Optional Forms 


| **RESERVED** | 


| ** RESERVED ** | 


EXIT This Application 


| Me Electronic Forms Support System - [Request for Leave or Approved Absence] 
| a Setup Views Edit Format Preferences ApprovelT 


M [4 | »| »| New | Save | Update | Delete | Purge eJ Restore/Import | Al Help | 


EI | @| Fast Fill | Search |=] Send Form | Remove Personal | ReBuild Database | Return to Menu | g| 
SSAA A PA a ear GARE 
Rmwdandiw [| alae Ao of 1993 (EL 
| provide the following information 
[ JRstoedamudllewe | | ||  — | | — | 
[_JAdvancedarmualleave | — | — — | — —— | —— — | — Ft hereby invoke my entitl 
[| _] Accrued sick leave 


family and medical leave 
[| Advanced sick leave 


pF BitvAdortionfFoster c 


Purpose: |] IlIness/injury/incapacitation of requesting employee 


Serious health conditio 


spouse, son, daughter 
L| Medical/dental/optical examination of requesting employ ee iii oe 


[] Care of family member, including medical/dental/optical examination of family L Serious health conditio 


member or bereavement 


|] Care of family member with a serious health condition 
Contact your supervisor and/or y 
personnel office to obtain additie 


|] Other 
information about your entitieme 
, responsibilities under the FMLA, 
E inier STUNT certification of a serious health c 
er paia absence may be required by your agency 
L (specify in remarks) MEE y q yy iad 


[] Leave without pay 
6. Remarks 


7. Certification: | certify that the leave/absence requested above is for the purpose(s) indicated. | understand that | must co 
my employing agency's procedures for requesting leave/approved absence (and provide additional documentation, includi 
certification, if required) and that falsification of information on this form may be grounds for disciplinary action, including 


7 a. Employee signature mm 7b. Date signed 


C AREE RANT EA e 15 July 04 


Qn Affiaial —Am^tim An rsmirimset 


By Electronic Forms Support System - [Request for Leave or Approved Absence] 
a) Setup Views Edit Format Preferences | ApprovelT 


Display Signatures 

I4 | 4 bi > New Restore/Import ^ Help 

fa] > | E: CE ed: P| Restorerimpot | A| Heb | 

S| | a| Fast Fil | Search e Print ReBuild Database | Return to Menu | Be 
oare aro STO Authenticate - DC rom 


View Signature(s) Report 


[ ] Accrued annual leave 
| | Restored annual leave 
[ | Advanced annual leave 
[ ]Accrued sick leave 

m Advanced sick leave 


Undo last Approval 
Correct Signature Database 


Load Configuration 


About Approvelt 


i 


Purpose: [] IlIness/injury/incapacitation of requesting employee 


[| Medical/dental/optical examination of requesting employee 


LI 


[| Care of family member with a serious health condition 


|_| Other 


Care of family member, including medical/dental/optical examination of family 
member or bereavement 


Click on View Signature Report 


|] Compensatory time off 


LI 


Other paid absence 
(specify in remarks) 


|] Leave without pay 


6. Remarks 


7. Certification: | certify that the leave/absence requested above is for the purpose(s) indicated. 


Way VW Ve Used LTICOÓ 
Medical Leave Act of 1993 | 
provide the following inform 


| hereby invoke my € 
family and medical le 


[|] Birth/Adoption/Fo: 


Serious health cor 
spouse, son, daug 


[| Serious health cor 


Contact your supervisor ant 
personnel office to obtain a 
information about your enti 
responsibilities under the Fi 
certification of a serious he 
may be required by your ag 


| understand that | mu: 


my employing agency's procedures for requesting leave/approved absence (and provide additional documentation, in 
certification, if required) and that falsification of information on this form may be grounds for disciplinary action, incl 


7 a. Employee signature 


7b. Date signed 
15 July 04 


| E Electronic Forms Support System - [Request for Leave or Approved Absence] 


» Setup Views Edit Format Preferences ApprovelT 


I4 E | »| »| New | Save | Update | Delete | Purge | EJ Restore/Import | Al Help | 
S| y| 8| Fast Fill | Search [*,| Send Form | Remove Personal | ReBuild Database | Return to Menu | g] 
pene i | ———3 Medical Logue Act of 1096 i 
— LDAP Information Displayed — dipped ial 
| | Under | | | |. |... 1[] | hereby invoke my er 


MEMINI family and medical le; 
i ie [_] Birtt/Adoption/Fos 


Serious health coni 
spouse, son, daugk 


[ ] Accrued annual leave 
|_| Restored annual leave 
a Advanced annual leave 
[ _] Accrued sick leave 

[ | Advanced sick leave 


pe 


Purpose: |] lllness/injury/incapacitation of requesting employee 


|] Medical/dental/optical examination of requesting employee 


C Care of family member, including medical/dental/optical examination of family |] Serious health coni 


member or bereavement cs sicnature(s)Report ET 


|] Care of family member with a 


|] Other 
Signature Window 
. Quit Report | 
|] Compensatory time off 


C] Other paid absence 


(specify in remarks) pin ncn a — 
[ Leave without pay 


6. Remarks 


Contact your supervisor and. 
personnel office to obtain ad 
information about your entiti 
| responsibilities under the FM 

certification of a serious hea 
"i may be required by your age 


History: 
Approved on: 7/15/2004 2:08:44 PM ^ Section: 
By: CARLA SAENZ 

H 
Certification: | certify that the leav e/g Fields approved by this signature: 
my em pl oyi ng agency’ S procedures fi eee E 


certification, if required) and that fals 


dated. | understand that | must 
Escalona | g additional documentation, inc 
p ld for disciplinary action, incl. 


7 a. Employee signature 7b. Date signed 


15 July 04 


—ÁE— lw 


MM 


I port x» Help 


Ovvner: SAENZ. CARL.A.1232181 733 Bananite hae | Re 
Issued by: DOD CLASS 3 CA-4 


Certificate Validity 


Y Certificate is valid from 07/09/2002 to 07/08/2005. 


Y Certificate's issuer is trusted. NEM ee NS 


f Certificate has not been revoked. 
Certificate is valid. Method: CRL 
URL: Idap: //ds-4. c3pki.den.disa.mil/cn43dD0D%20CL 


loy ee 
Certificate Information und 


ical examination of family 


Valid to 2005-07-09T 00:00:002 
Subject C=US, O=U.S. Government. OU=Do0D, OLIZPKI, OU=... Em 
Public key RSA, (1024 bits) | 


xi 


Key usage Digital Signature, Non-Repudiation 
CRL Distribution Point Idap: //ds-4. c3pki. den.disa.mil^cnz£3dD OD 720C LAS ... 
Certificate Policies Policy Identifier: 2.16.840.1.101.2.1.11.9 -| 


Quit Report 
| —nem 


(specify in remarks) SS Ree a Previous 
[Leave winot pay [ O B 


6. Remarks 


History: 
Approved on: 771572004 2:08:44 PM - Section:1 
By. CARL A SAENZ 
= 
7. Certification: | certify that the leave/e Felts approved by this signature: cé 
my employing agency's procedures fi pEr ETE AE 4 Sn k : 


certification, if required) and that fals d 


7? a. Employee signature 1 


SECURING SIGNATURES 
WITH MS EXCEL 


(PURCHASER INFO) 


ST PURCHASE REQUEST 


Baa 


OFFICE SYMBOL/BLDG NO. 
REQUEST PURCHASE OF THE FOLLOWING: 
[x]under $2500. [ ]$2500 to $25K  [ ]$25K & Over 


an 


ITEM PART NO QTY ITEM COST TOTAL Price Quoted Total 
1 New Dell Computer XY¥Z-2I1I12 1 $ 1,500 $ $1,500.00 $1 200.00 $1 200.00 


2 $ 


$ 
3 PKI Validation on Excel Spreadsheet 3 


$ $ 


5 $ $ 


(Use additional sheets if needed) [Approvelt - Please Wait n 


Validating certificate(s]. Please wait... 


TOTAL | $1,200.00 


Quoted by: 
24|ExPENDABLE[ ] X NoNExPENDABLE:[ ] Det: 


26 ADPE YES:[x] No[[] ADPE wo: Refi 
28 | HAND RECEIPT HOLDER AND NO: Date Awarded 


q'Baaussrascsem 

IL 

feb] 
pa 
c 
feb] 
2l 
mi 
OQ 
=} 
© 


31 |SOURCE: 
32 | ADDRESS: à 
33| CITY: STATE: ZIP: 2 STATE: ZIP: : STATE  — ZIP: 
34 |PHONE: FAX: : FAX: : FAX: 

35 |SMALL BUSINESS: GSA NO: SMALL BUSINESS: GSA NO: SMALL BUSINESS: GSA, NO: 

EE ————á(——!—P—ÁQ 
38 (REMARKS / JUSTIFICATION: 


EE 
39 | PROJECT: Æ ZO 
=  — ——— a ——s— ——————— ———— ÁÓÉÁ RR 


ee 

42 (ACCOUNTING CLASSIFICATION 

43 | JONO: SUB JONO: COST CENTER CODE: 
i Je 

46 APPROVALS REQUIRED 
A7 REESE T 


S 


15-Jul-04 {SIGNATURE2} (DATE2] SIGNATURES DATES 
48 |Technical Representative/Requestor Date Branch Supervisor Date Project Engineer Date 
49 Phone Number: 678-1093 (Division Chief/Deputy Dir. if using DESS/STD Rate Monies) (Responsible for Reimbursable JONO) 


52 NOTE: If request is over $2500 and under $25K, Sources must be small business. Only exceptions: GSA and Sole Source 


(PURCHASER INFO) 


ST PURCHASE REQUEST 


OFFICE SYMBOL/BLDG NO. 
REQUEST PURCHASE OF THE FOLLOWING: 
DJ Under $2500  [ ]$2500 to $25K = [_]$25K & Over 


ITEM PART NO QTY ITEM COST TOTAL Price Quoted Total 
Le ae | ud Mun ii i cette $1,200.00 $1,200.00 
2 $ $ 
3 $ $ 
4 $ $ 
5 $ $ 

(Use additional sheets if needed) Approvett - Please Wait 


TOTAL | $1,200.00 


Quoted by: 
Del: 


ARATE Retë 


Date Awarded 


Processing Document. Please wait... 
EXPENDABLE:[_] NONEXPENDABLE:[_] 
ADPE YES[x]No:[] ADPE NO: 

HAND RECEIPT HOLDER AND NO: 


womMmaAacea 


SOURCE: 
ADDRESS: 


CITY: STATE: ZIP: R STATE: ZIP: : STATE: ZIP: 
PHONE: FAX: : FAX: : FAX: 
SMALL BUSINESS: GSA NO: SMALL BUSINESS: GSA NO: SMALL BUSINESS: GSA NO: 


REMARKS / JUSTIFICATION: 
PROJECT: 


ACCOUNTING CLASSIFICATION 
JONO: SUB JONO: COST CENTER CODE: 


APPROVALS REQUIRED 


m 


15-Jul-04 {SIGNATURE2} {DATE2} 


Technical Representative/Requestor Date Branch Supervisor Date Project Engineer 
Phone Number: 578-1093 (Division Chief/Deputy Dir. if using DESS/STD Rate Monies) ^ (Responsible for Reimbursable JONO) 


NOTE: If request is over $2500 and under $25K, Sources must be small business. Only exceptions: GSA and Sole Source 


Aaa 


———— — — — — — — 
amssrescSee- 


(PURCHASER INFO) 


ST PURCHASE REQUEST 


OFFICE SYMBOL/BLDG NO. 
EQUEST PURCHASE OF THE FOLLOWING: 
J Under $2500 [ ]$2500 to $25K  [ ]$25K & Over 


" 


ITEM PART NO QTY ITEM COST TOTAL Price Quoted Total 


1 New Dell Computer XY Z-21lI2 1 $1500 $ $1,500.00 $1200.00 $1200.00 


2 $ $ 


3 $ $ 


4 4. Approvelt - Audit Trail - 1 signature - 1 signature block 
This document has not been modified. 
5 
19| (Use additional sheets if needed) Date & Time Signed by User Name Revalidated by 
20 15-Jul-04 16:44:26 CARL A SAENZ CARLA, SAENZ TOTAL | $1,200.00 | 
~ eee eee} Quoted by: 
EXPENDABLE:[ ] NONEXPENDABLE:(L Del 


ADPE YES|[x]No:|[] ADPE wo: Refi 
HAND RECEIPT HOLDER AND NO: Signing Information | Authentication | Replaced Fields | Advanced | Date Awarded 


Signed using CAC and DoD PKI Interface 
along with &pprovelt Signature Software 


SOURCE Comment: 


ADDRESS: 
33 |arv: STATE ZIF: ha 
PHONE: FAX: 
SMALL BUSINESS: GSA NO: 1 2 
REMARKS / JUSTIFICATION: 
PROJECT: Certificate: — Certificate is valid. Show Detas || | — 0 0 | 
————————————ÁNÉO DG M uun 
ACCOUNTING CLASSIFICATION Close | 
JONO:| J| | ee =- — ER CODE: 
APPROVALS REQUIRED 
* 
qme em Ca | 15-Jul-04 SIGNATURE2 DATE2 SIGNATURES DATES 
Technical Representative/Requestor Date Branch Supervisor Date Project Engineer Date 
Phone Number: 678-1093 (Division Chief/Deputy Dir. if using DESS/STD Rate Monies) (Responsible for Reimbursable JONO) 


NOTE: If request is over $2500 and under $25K, Sources must be small business. Only exceptions: GSA and Sole Source 


Ta Ed Ed EJ f= BE hes hu E335] B3 5 uj ed LE ES UH 5 9] E b es Le SL EEL ELLE IL LEI e kk kk b bokal bs id baks od ed d e d n d REEL LE liei li 


(PURCHASER INFO) 
ST PURCHASE REQUEST 
OFFICE SYMBOL/BLDG NO. 
REQUEST PURCHASE OF THE FOLLOWING: 
[J Under $2500  [ ]$2500:0 $25K  [ ]$25k & Over 
ITEM PART NO QTY ITEM COST TOTAL Price Quoted Total 
1 New Dell Computer XY Z-2lll2 1 $ 1,500 $ $1,500.00 $1 200.00 $1 200.00 
2 $ $ 
3 T T — 
«^ Approvelt - Certificate Information E xi 
4 Owner: SAENZ.CARL.A. 1232181733 
5 Issued by: DOD CLASS 3 CA-4 
——————————————————— —— Certificate Validity 
(Use additional sheets if needed) 
TOTAL | $1,200.00 


w/ Cettificate's issuer is trusted. 


Y Certificate is valid from 07/09/2002 to 07/08/2005. 
dh E c . Quoted by: 


E ExPENDABLE.[ ] EE w/ Certificate has not been revoked. Dot 
2 ADPE vES;[x] No[] ADPE NO: Certificate is valid. Method: CRL Ref& O | 
28 | HAND RECEIPT HOLDER AND NO: _ URL: |Idap:/?ds-4.c3pki.den. disa. mil/en%3dDOD%20CL Date Awarded 
29 
a 
31 |SOURCE: 
32 ADDRESS: — Certificate Information 
| 33 |o: STATE: zi 
34 |PHONE: FAX: va : 
: ; ersion v 
35 [SMALL BUSINESS: GSA, NO: Serisi nünber 070673 
Ez Issuer C=US, O=U.S. Government, OU=DoD, OU=PKI, CN=... 
38 REMARKS # JUSTIFICATION: — — Valid from 2002-07-10T 00:00: 007 
39 | PROJECT: Valid to 2005-07-09T 00:00:00 
E Subject C-LIS, O=U.S. Government, OU=DoD, OU-PKI, OU=... | 
42 


Bae 

ACCOUNTING CLASSIFICATION 

JONO: [css ] "e |p 
Ea EET 


APPROVALS REQUIRED 
ge 
eee a 15-Jul-04 {SIGNATURE2} {DATE2} 


Technical Representative/Requestor Date Branch Supervisor Date Project Engineer 
Phone Number: 678-1093 (Division Chief/Deputy Dir. if using DESS/STD Rate Monies) (Responsible for Reimbursable JONO) 


NOTE: If request is over $2500 and under $25K, Sources must be small business. Only exceptions: GSA and Sole Source 


cS ee ee ee aa ee F'NM IL = 


wjn 


OFFICE SYMBOL/BLDG NO. 
EQUEST PURCHASE OF THE FOLLOWING: 
[x]under $2500 [[]$2500 to $25K  [_]525K & Over 


[m 


ITEM PART NO TY ITEM COST TOTAL Price Quoted Tatal 
1 New Dell Computer XY Z-2III2 1 $ 1,500 $ $1,500.00 $1 200.00 $1 200.00 
2 $ $ 


3 x - : 
«^ Approvelt - Certificate Information E xj 


4 Owner: SAENZ. CARL.A.1232181 733 
Issued by: DOD CLASS 3 CA-4 


Certificate Validity 


—— | d — —— — — — — 1 
sasssrass5ee 


(Use additional sheets if needed) 


No 
5] 


= Y Certificate is valid from 07/09/2002 to 07/08/2005. TOTAL, | $1,200.00 | 
== w/ Cettificate's issuer is trusted. Quoted by: 
24|ExPENDABLE[ ] = NONEXPENDA Det: 


28|ADPE YES[x]No[] ADPE No: 


Pa Certificate has not been revoked. 
Certificate is valid. Method: CRL Ret# 


28 | HAND RECEIPT HOLDER AND NO: _ URL: |Idap:/?ds-4.c3pki.den.disa. mil/on%3dDOD%20CL Date Awarded 
29 
E 
31 (SOURCE: 
32 ADDRESS: Cerificate Information 
33 | city: STATE: ZII 
——— 1 _ Subject C=US,O0=U.S.G t, QU-DoD, OU=PKI, OU 
: ; ubjec! =US, O=U.S. Government, OLI-DoD, OLI -PKI, OU=... 
EMQSMALLBUSESS! _|GSA NO: Public key RSA [1024 bits] 
— Key usage Digital Signature, Non-Repudiation 
38 REMARKS / JUSTIFICATION: CRL Distribution Point Idap://ds-4.c3pki.den.disa.mil/cnzz3dD OD z20CLAS.... 
38 | PROJECT: Certificate Policies Policy Identifier: 2.16.840.1.101.2.1.11.9 


42 ACCOUNTING CLASSIFICATION 


46 [APPROVALS REQUIRED 


* 
A? pE | 15-Jul-04 {SIGNATURE2} {DATE2} SIGNATURES DATES 
48 Technical Representative/Requestor Date Branch Supervisor Date Project Engineer Date 
49 Phone Number: 678-1093 (Division Chief/Deputy Dir. if using DESS/STD Rate Monies) (Responsible for Reimbursable JONO) 


52 NOTE: If request is over $2500 and under $25K, Sources must be small business. Only exceptions: GSA and Sole Source 


(PURCHASER INFO) 


ST PURCHASE REQUEST PCMS ID # 


OFFICE SYMBOL/BLDG NO. 
REQUEST PURCHASE OF THE FOLLOWING: 
Under $2500 [_]s2500 to $25K [Js2s« & Over 


ITEM PART NO QTY ITEM COST TOTAL Price Quoted Total 
New Dell Computer XY Z-2III2 1 $ 1,500 $ $1,500.00 $ 1.200.00 $ 1.200.00 


(Use additional sheets if needed) SHEET TOTAL $ 
TOTAL ORDER $ $1,500.00 TOTAL $1,200.00 


Quoted by: 
EXPENDABLE: LI NONEXPENDABLET] Del: 


ADPE ves: D] NOT] ADPE NO: Ref# 
HAND RECEIPT HOLDER AND NO: Date Awarded 


SMALL BUSINESS SMALL BUSINESS 


REMARKS / JUSTIFICATION: 
PROJECT: 


Physical Signature Displayed on Output file. 


SUB JUNU: CUS! CENTER CULE: 


15-Jul-04 (SIGNATURE2) (DATE2) 


Branch Supervisor Date Project Engineer 


Phone Number: (Division Chief/Deputy Dir. if using DE93/STD Rate Monies) (Responsible for Reimbursable JONO) 


NOTE: If request is over $2500 and under $25K, Sources must be small business. Only exceptions: GSA and Sole Source 


END OF TEST SAMPLES 


